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Introduction and Motivation

What is Nuclei?

Potential Risks without proper Scanning

Why we wanted to make this happen. 

Our Mission as Cybersecurity Students 
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Problem 
Definition

• Different Types of Vulnerabilities

• Challenges in Existing Solutions

• Bug Bounties and Middleman
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Solution

Flexibility in Scanning

Ease of Use

Detailed Vulnerability Insights

Highlighting Specific Risks
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System 
Design

• YAML Templates

• Purpose

• Structure

• Flexibility

• Scanning Engine

• Supported Protocols: HTTP, DNS, TCP, UDP, and more.

• Real-World Impact
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Verification

• Testing with Metasploitable 2 VM 

• Metrics and reports

o Key Metrics:

▪ Severity Level 

▪ Total vulnerabilities detected

• Detailed Reports
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Demonstration
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Thank You!
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